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ABAC to School

The Basics of

Policy Modeling
September 2024
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The Challenge of Authorization

Attribute Sources

Attribute Values

● Department
● Citizenship
● Risk Score
● Security Clearance
● Training
● Etc.

Use Cases

● Compliance Standards
● Data Protection
● Reduced Risk
● Open Banking
● Etc.
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Identify key natural attributes

  Students can view their own grades
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Identify key natural attributes

  Students can view their own grades

o Attribute: user.role with Value: Student

o Attribute: user.identity with Value: Biff

o The verb is usually the action,  The values view, edit, delete could be values for the attribute action.identity

– Attribute: action.identity with Value: view

o Resources are the noun being accessed by/protected from the subject (student).  

– Attribute: resource.identity with Value: Grade

– Attribute: grade.student with Value: Biff

o There is a relationship between the student and the grades.  their own grades becomes:

– grade.student == user.identity



Confidential
7axiomatics.com

Vision: To enable every organization in the world to 
enforce Zero Trust access

Mission: To securely connect people and information 
using orchestrated authorization
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Enterprise software is rarely a linear deployment as production teams need to ramp up and learn how to use and adopt solutions that are often procured by 
different teams. Generative AI can accelerate and automate the learning curve for teams that inherit the responsibility of deploying software to avoid the 
“deployment chasm”. 

How Generative AI can help accelerate time to value
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When a manager describes their perfect authorization scenario
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Generative AI can accelerate authorization time to value

Gather Unstructured 
Business Requirements

Create Structured 
ABAC Policies

Create 
Attributes

Write | Test
Policies in ALFA

Capture Requirement 
Specifics

Clarify Business 
Requirement Details

(back & forth between 
IAM and business)  

1 2 3
Time to learn map the 
ABAC policy and rule 

structure

4
Determine the 

attribute 
requirements for 

the policy 

5
Learn about ALFA 
and how to create 

syntax

1 32
Policy Authors (e.g., the 
business) use the Policy 
Companion to write good 

requirements

Policy creators (e.g., IAM or Developers) use Policy Companion to 
automatically create structured policies, attributes and  generate initial ALFA 

syntax

Days | Weeks

Minutes

Today

With
Policy 

Companion

Policy 
Authoring 

Steps
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Axiomatics Policy Companion
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Policy Coach Defines the Requirement
Policy Coach defines the policy elements

• Purpose: Policy summary

• Principle: Who does this policy apply to?

• Action: What can they do?

• Resource: Where is the data?

• When: What are the access conditions?

• Effect: What is the expected outcome?
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Policy Coach Defines the Requirement
Policy Coach can improve your requirement

• Provides a clear definition of the 
attributes to consider

• Gives you an ALFA policy 
recommendation

• Shows a detailed explanation of the 
defined requirement

• Summarises the policy back to you
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Policy Generator Creates the Code
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Policy Interpreter Translates Existing Policies
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Policy Companion Demo
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Policy Coach 
Structures your requirement 

Policy Generator
Converts natural language into ALFA

Policy Translator
Converts policies into plain text
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Questions
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Thank you


